
 

 

 

 

 

 

 

 

 

  

 

 

Set Up Shared Encryption Key  
 

This guide explains how to create, save, view, and reset the Shared Encryption Key (SEK). It is intended 

primarily for Ocean Site Admins. General users only need to refer to Step 4: Enter the SEK – OPTION 2: 

General User: Enter SEK on eReferrals & eConsults page; all other content is intended for Ocean Site 

Admins. 

 

Purpose of the SEK 

The SEK is a private encryption key that allows Ocean sites to securely view and exchange patient information. 

It may need to be entered when a new user joins an Ocean site or when eReferrals is accessed from a new 

device or browser. 

 

The SEK should only be shared with users who are authorized to access private patient data.  

 

Important Notes:  

• Saving the SEK to Ocean Cloud Connect is mandatory for the DRO eReferrals program.  

• For privacy and security, the SEK cannot be retrieved by the DRO Team. If access is lost, the key can 

only be reset by Ocean upon request from a Site Admin. 

• Resetting the SEK may result in the loss of data associated with previous eReferrals.  

• Only an Ocean Site Admin can create, save, view, and reset the SEK.  

 

To ensure continuous access to the SEK: 

• Have at least two Site Admins at your Ocean site. 

• Ensure all Site Admins enter the SEK into the Encryption section of their Ocean account. 

• Complete and securely store the Clinic Reference Card on-site. 

 

 

 

Contents 

Step 1: Create the SEK ..................................................................................................................................................................... 2 

Step 2: Save the SEK to Ocean Cloud Connect ....................................................................................................................... 5 

Step 3: View the SEK ........................................................................................................................................................................ 6 

Step 4: Enter the SEK ....................................................................................................................................................................... 8 

OPTION 1: Site Admin: Enter SEK on Encryption page .................................................................................................... 8 

OPTION 2: General User: Enter SEK on eReferrals & eConsults page ......................................................................... 9 

Step 5: Reset the SEK .....................................................................................................................................................................10 

https://cloudconnect.cognisantmd.com/
https://support.cognisantmd.com/hc/en-us/articles/115001651312-The-Shared-Encryption-Key
https://www.cognisantmd.com/wp-content/uploads/2014/07/Ocean-Clinical-Reference-Card.pdf


 

  

 

   

  

 

 

 

 

 

 

 

Page 2 of 12 

 

Questions? ........................................................................................................................................................................................12 

 

 

 

Step 1: Create the SEK 

Note: This step only applies to Ocean Site Admins. 

Warning: Follow these instructions carefully. Do not save the SEK until directed. Saving it early may 

require a reset by the Ocean team and delay the process. 

 

 

1. Log in to Ocean. 

2. When the SEK has not been created, the Create Your Site's Shared Encryption Key screen may 

appear whenever you log into Ocean. 

 

3. If no prompt appears, go to Menu > Admin > Encryption to create one manually. 

 

https://ocean.cognisantmd.com/
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4. On the Create Your Site’s Shared Encryption Key screen, complete the three steps. Do not click 

Save until directed. 

 

a. Choose a new Shared Encryption Key.  

i. A key is generated automatically. While you may create your own, the generated key 

is recommended for stronger security. 

ii. The key must be 16 characters long. 

iii. It must contain at least: 

1. one digit 

2. one uppercase letter 

3. one lowercase letter 



 

  

 

   

  

 

 

 

 

 

 

 

Page 4 of 12 

 

4. one punctuation mark (e.g. !, ., _, @, etc.). 

iv. Do not use a personal password as the SEK may need to be shared with other 

authorized users at your site. 

b. Select the Done checkbox to confirm that you understand the risk of losing access to 

previous referral data if the SEK is lost, and that you will maintain an on-site back up. 

c. Enter a hint indicating where the SEK can be found at your site. 

d. Do not click Save yet. 

5. Download the Clinic Reference Card.  

a. Complete the reference card, ensuring the SEK is accurately recorded. 

b. Save the completed reference card to your computer. 

c. Ensure the hint entered above directs authorized users to the location of the reference card or 

to a Site Admin who has access to the SEK. 

d. Keep the reference card open. You will need the SEK again in Step 2: Save the SEK to Ocean 

Cloud Connect. 

6. Confirm the following before clicking Save: 

a. The SEK has been entered correctly on the reference card. 

b. The completed reference card has been securely saved. 

7. Click Save. 

 

 

 

Step 2: Save the SEK to Ocean Cloud Connect 

Note: This step only applies to Ocean Site Admins. 

Saving the SEK to Cloud Connect is a mandatory program requirement, as it is the only way to reset the 

SEK if it is lost or cannot be retrieved. 

 

1. Go to Menu > Cloud Connect 

https://www.cognisantmd.com/wp-content/uploads/2014/07/Ocean-Clinical-Reference-Card.pdf
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2. You will be prompted to sign into Ocean Cloud Connect. Enter your Ocean username and password 

and click Secure Sign In.  

 

3. The site that is selected will be displayed at the top. 

 

a. If you belong to multiple Ocean Sites, click Switch Sites in the top-right corner and select 

your site from the drop-down menu. 

 

4. Click Store my Encryption Key. 
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5. Enter the SEK, then click Save. 

 

6. This saves your SEK to Ocean Cloud Connect, which creates a digital backup that can be used to 

support future reset requests if needed. 

7. Before using Ocean Cloud Connect, consult the Clinic Reference Card or contact a Site Admin with 

access to the SEK. Site Admins can view the SEK at any time by following Step 3: View the SEK. 

 

Step 3: View the SEK  

Note: This step only applies to Ocean Site Admins. 

The SEK is automatically saved and can be viewed by your site's initial Site Admin.  

 

It is only visible to other Site Admins after they enter it (see Step 4: Enter the SEK). Once entered, they can 

view and share it with other authorized users. 

 

1. Go to Menu > Admin > Encryption. 
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2. Click the visibility button to display the SEK. 

 

3. The SEK may be shared with authorized users who access private patient data and support your site’s 

eReferral workflow. 

 

Step 4: Enter the SEK 

The SEK should be entered by all Site Admins to ensure that it is securely backed up across multiple 

accounts and remains accessible when needed. 

 

It should also be entered by all authorized users who access private patient data and support your site’s 

eReferral workflow. 

 

The SEK must be entered each time a new device or browser is used. 
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OPTION 1: Site Admin: Enter SEK on Encryption page 

Note: This option only applies to Ocean Site Admins.  

1. After a Site Admin shares the SEK, go to Menu > Admin > Encryption. 

 

 

2. Enter the SEK into the field and click Enter. 

 

3. The SEK is saved and can be viewed by returning to this page. 



 

  

 

   

  

 

 

 

 

 

 

 

Page 9 of 12 

 

OPTION 2: General User: Enter SEK on eReferrals & eConsults page 

General users must enter the SEK to view eReferral patient information. 

 

1. After a Site Admin shares the SEK, go to Menu > Admin > eReferrals & eConsults 

 

2. Click Enter Your Shared Encryption Key. 

 

3. Enter the SEK into the field and click Enter. 
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Step 5: Reset the SEK 

Note: This step only applies to Ocean Site Admins.  

Before resetting the SEK, follow Step 3: View the SEK or retrieve your on-site backup (e.g., your site’s Clinic 

Reference Card). 

 

For privacy and security, the SEK cannot be retrieved by the DRO Team. If access is lost, the key can 

only be reset by Ocean upon request from a Site Admin. 

 

1. Go to Menu > Cloud Connect 

 

2. You will be prompted to sign into Ocean Cloud Connect. Enter your Ocean username and password 

and click Secure Sign In.  
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3. The site that is selected will be displayed at the top. 

 

a. If you belong to multiple Ocean Sites, click Switch Sites in the top-right corner and select 

your site from the drop-down menu. 

 

3. Click View Shared Encryption Key. 

 

4. Click on Shared Encryption Key Emergency Access Form to submit a request. 
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5. The Ocean team will contact you with further instructions. 

 

Questions? 

If you have questions or require assistance with creating your Directory Listing, please contact the Digital 

Referrals and Orders team: dro.program@phsa.ca. 
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